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Abstract
In this article we study the problem generated by “unread
and accepted” informed consent and permissions granted
to mobile applications and its impact on the users’
privacy. We take a technocratic approach, that is: using
the scientific method to resolve this issue.

After observing that most of the time terms of use and
applications permissions are unquestionably accepted, we
conducted a survey to find out whether users actually read
and understand the terms that they are accepting while
installing computer applications.

Then, noticing that less than 1/9 of users reads the
informed consent document, we discuss several issues. We
consider the professional ethics of computer engineers
that state that developers must protect the privacy of
personal data of users of systems. Based on that, we
present a set of applied cryptography tools that should be
used to protect the user’s privacy despite their lack of
consent not-understanding.
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Introduction

(a) under 25 years old

(b) > 25 and ≤ 37 years old

(c) over 37 years old

Figure 1: Do you read the TOS
before accept installing new
software? age comparison

The concept of technocracy was originally used to
designate the application of the scientific method to
solving social problems, as opposed to the traditional
economic, political, or philosophic approaches. In this
case, we apply a technocratic vision to study the problem
about the underrepresentation of information consent in
computer applications and how it affects the users’
privacy.

In this work, we first observe (via a survey presented in
the next section) that people tends to pass through
information consents and permissions granting while they
are installing new applications.

Therefore, from a technocratic point of view, the solution
should be related to improving the means of display of the
informed consent (as it was studied by Böhme and Köpsell
[2]). Alternatively, we propose the use of cryptographic
tools, following the code of ethics in computer
development. Then, the user’s privacy will be preserved
from the application design to its development (as it was
studied by Bellotti and Sellen [1], and Langheinrich [9]).

Related Work
The impact of online information consents on users
privacy has gained notoriety in academia during the last
years.

For instance, Coles-Kemp and Kani-Zabihi studied the
different types of privacy and consent dialogues needed by
privacy systems [3], concluding that the more the provider
knows about the privacy stances and users behavior, the
greater the chance of them using that information to

manipulate behavior.

The changes perceived by users in the evolution of privacy
and the erosion of their privacy has been studied by
Friedman et al. [7]; providing to the community 10 design
principles for informed consent for Information Systems.
Also, the informed consent applied to ubiquitous
computing, where almost every trace is a potential private
data, has been deeply studied by Luger and Rodden [11],
proposing this time a three principles design guidelines for
balancing systems and privacy breach.

The increase of importance in privacy concerns in
application design and development was reached as
conclusions by Bellotti and Sellen [1], as it was studied
from the framework design point of view, and by
Langheinrich [9], where the author proposes some
technicals approaches (short distance messages, random
IDs) for protect the users privacy.

Finally, from the point of view of technology, some
approaches such as privacy agents [10] and obfuscation [4]
has been studied to improve privacy in ubiquity/pervasive
computing.

Survey
Survey Setup
Santiago, the capital of Chile, has a population of around
6 million inhabitants (according to the 2012 census), and
it is reported to have more mobiles phones than people1.
Starting from these facts, we developed a social study to
determine how people behave in front of online
information consents. The parameters in our study were
the following: Target Audience: Internet users in

1http://www.subtel.gob.cl/?option=com_
content&view=article&id=3270 (in spanish)
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Santiago, Chile. Number of users: 2, 000, 000
(population over 18 years old). Sampling: voluntary

(a) under 25 years old

(b) > 25 and ≤ 37 years old

(c) over 37 years old

Figure 2: Do you read the
permissions granted to a new
application before installing it in
your mobile phone? age
comparison.

sampling via social networks. Analysis and Observation
Unit: Internet users. Sampling Error: 8% with 95% of
confidence and maximal variance.Minimum Sampling
Size: 150.

We placed a multiple choice online survey asking two
simple questions: Do you read the TOS before accept
installing new software?, and Do you read the permissions
granted to a new application before installing it in your
mobile phone?. The valid alternatives were YES and NO
for the first question; for the second question they were:
“YES, but I don’t understand what they mean” (YES
(A)), “YES and I full understand what they mean”
(YES(B)), and NO.

(a) Do you read the TOS before
accept installing new software?
(full survey)

(b) Do you read the permissions
granted to a new application be-
fore installing it in your mobile
phone? (full survey)

Survey Responses Analysis
The answers for the first question are presented in Figures
3(a) and 1. As we expected almost everybody does not
read the Terms of Service (TOS) before installing
software, being the people over 37 (and under 45) years

old are more interested to read what they are “signing”
before installing software (Figure 1).

In the survey we left space for comments about this
subject, a selection of them are shown: “I don’t read TOS
because I always ask to a friend to tell me what to install”
(female, 38-35 years old, internet user), “I use to not read
TOS because they are too long” (male, 18-25 years old,
developer), “Sometimes I read just to 1/3 of the TOS and
then I decide if I install the app or not” (male, 18-25
years old, developer), and “I use to read the TOS from
websites if I have to put my personal information on
them” (female, 18-25 years old, internet user)

For the second question the collected answers are
presented in Figures 2 and 3(b). Surprisingly, people
reading the asked permissions for a mobile application
increased compared to those who read the TOS, because
they are a small list of permissions instead of a huge TOS
document.

However, even though people read these permission lists,
around half of them accepted the application install
conditions without understanding what they granted.
Also, people between 25 and 37 years old (claimed to)
understand better what those asked permissions meant
(Figure 2).

Some selected commentaries about this subject were the
following: “I use to read the permission information in the
app stores, but no more than that” (female, 18-25 years
old, developer), “I don’t read TOS but sometimes I read
about privacy policies of applications” (male, 31-37 years
old, developer), “Sometimes when the applications ask for
much granting, I finally don’t install them” (male, 18-25
years old, internet user), and “Sometimes I read the asked
permissions, but I install it anyway if I need it even if I
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don’t agree with the granting” (male, 18-25 years old,

(c) TOS

(d) Permissions

Figure 3: Normal user data.

(a) TOS

(b) Permissions

Figure 4: Developers data.

developer).

Survey data shows that 1/3 of total users read and
understand what permissions are asked for mobile
applications, and just 1/9 of the total read the TOS
document before accept installing software. Therefore,
from a technocratic point of view, given the evidence that
typical users will not read the information consents (nor
will understand if they read it), the solutions should aim
to improve the presentation of such consents (as it was
presented in related work section) and/or (as it is
presented in this study) to preserve and protect users
privacy building applications that collect only the
necessary information, treating user’s data carefully
aiming to not expose them.

Discussion
Even though the sampling was volunteer-biased, we
conducted the survey in that way first because we were
looking for online informed consent users, and second
because given the authors background the volunteering
selection via social network would reach a greater number
of technical internet developers (around a 40%) than a
random selection. Based on the idea that technical people
involved in applications development will be more aware
of the privacy concerns related to TOS and permissions
granted (as is shown in Figures 3 and 4).

No significative difference in behavior was encountered for
TOS reading before accepting, however we noticed that
almost half of expert developers behaved as a typical
internet user: not reading (nor understanding) the
permissions granted.

Moreover, looking for the permission asked (and granted)
by the top 20 downloaded android applications (Figure 5),

it is hard to believe that experts granted permissions such
as readsms, sendsms, billing and/or usecredentials
without considering their own privacy concerns.

Figure 5: Word-cloud for the permissions asked by the 20
most downloaded android applications from Google Playstore.

Computer Science Ethics
Defining professional ethics in computer science as a set
of statements about how a computer developer ought to
behave, there exist two main associations related to
computer science that have incorporated a code of ethics
with advices about user’s privacy: The Association for
Computer Machinery (ACM) and the Institute of
Electrical and Electronics Engineers (IEEE).

ACM’s code of ethics is very clear regarding users privacy
concerns 2, it states that: “...It is the responsibility of
professionals to maintain the privacy and integrity of data
describing individuals. This includes taking precautions to
ensure the accuracy of data, as well as protecting it from
unauthorized access or accidental disclosure to
inappropriate individuals...
only the necessary amount of personal information be
collected in a system, that retention and disposal periods

2http://www.acm.org/about/code-of-ethics
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for that information be clearly defined and enforced, and
that personal information gathered for a specific purpose
not be used for other purposes without consent of the
individual(s)...
User data observed during the normal duties of
system operation and maintenance must be treated
with strictest confidentiality” (imperative 1.7).

Figure 6: FHE: Data and
functions are operated in an
encrypted “machine”; thus, only
decrypted results can be used.

Figure 7: DP example: we can
obtain information about herds,
but no single sheep can be
identified due to noise.

On the other hand, IEEE code of ethics takes a more
global vision than its parter ACM in this issue (not
particular to user’s privacy but about the developer’s
responsibility)3 as it can be seen in its articles one and
five: “(1) to accept responsibility in making decisions
consistent with the safety, health, and welfare of the
public, and to disclose promptly factors that might
endanger the public or the environment;”, and “(5) to
improve the understanding of technology; its appropriate
application, and potential consequences;”.

Therefore, the question should be now: is there the
technology for preserving the users privacy, even
though the users don’t know that some data will be
collected from their device?. In the next action we will
present three approaches aiming to answer this question.

Cryptographic Solutions
Cryptography is an ancient science (ca 1900 BCE) that
study the secure communication overcoming the presence
of third parties (adversaries). Cryptographic techniques
are the main tool for computer developers for building
secure and private systems. In this section we will revise
three of them: Fully Homomorphic Encryption (FHE),
Differential Privacy (DP) and Zero-knowledge Protocols
(ZKP).

3http://www.ieee.org/about/corporate/governance/
p7-8.html

FHE allows you to compute with encrypted data without
ever decrypting it: any user can apply an arbitrary
function f to a set of encrypted data to produce an
encrypted version of the result of this operation [8].

This tool is very useful to preserve users’ information
in-situ, allowing the designs of systems that only collect
aggregations and not fine-grained data that could identify
the user (Figure 6).

DP captures the increased risk to one’s privacy incurred
by participating in a database. It is achieved by defining a
randomized mechanism that adds noise to the result of a
query before returning it [5]. The main idea of this tool is
to add more noise to smallest data subsets, being more
precise to big set aggregations, thus preserving user’s
privacy (Figure 7).

ZKP is a protocol in which a peer can prove to another
that a given statement is true (typically that she knows a
secret information) without conveying any extra
information than the fact that the statement is true [6].
Some uses could be to identify a user in a system via a
password without letting the system learn it, to prove that
the taxes were fully paid without exposing the user’s
privacy, or, as we show in Figure 8 “how Alice convince
her brother Bob that she knew where Waldo was without
disclosing his location’’ [13].

Conclusions
In this article we studied the application information
consent from a technocratic point of view, we ask people
via a survey if they read/understood what they were
accepting while installing computer applications. We
found that around 10% of users reads the terms of services
and less than 35% of them reads and understand the
permissions granted. As a complement of the solutions
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presented in related work (to improve the information
consent presentation) we stated that, given the computer
developer code of ethics, it is the developer’s duty to build
applications that protect user’s privacy. For helping in the

(a)

(b)

Figure 8: ZKP example: a) How
Alice can convince her brother?
b) while Bob was with closed
eyes she put a big blackboard
with a small rectangle in the
middle to locate Waldo, no extra
information about Waldo’s
position is shown given that the
blackboard is large enough.

development of secure and private systems, we presented
three useful cryptographic tools: FHE, differential privacy
and zero-knowledge protocols.

The issue of assuming users incapable of making informed
decisions at a single moment (the application install
process) was also studied by Luger and Rodden.
Nevertheless, while they stated that the solution is
(among others) that “electronic consent mechanisms
must cease to be designed around ’moments in time’ and
allow for negotiation” [12] of consents, we firmly believe
that also such applications must be designed aiming to
protect users privacy even in the absence of an
information consent.
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