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Abstract 

Whilst being addressed in terms of traditional online 

interactions, the concept of consent has only recently 

seen attention in respect of pervasive systems.  This 

paper takes the position that consent (online), as it 

currently stands, is a fiction.  It reflects only the most 

basic requirements of the original concept and, as such, 

should not be transferred to Ubicomp systems without 

careful reconfiguration.  In a world of pervasive 

sensors, software agents and tick and click consent, 

where is the space for human agency? This paper 

draws on the findings of previous studies to suggest an 

emerging framework that seeks to move beyond 

securing consent, to sustaining user agency within the 

design of Ubicomp systems.  
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Introduction 

It is hard to imagine the absence of consent.  It is a 

concept deeply embedded in our social, political, 

economic and legal life.  Despite this, “the centrality of 

consent to our moral and legal lives is not matched by 

Permission to make digital or hard copies of all or part of this work for 

personal or classroom use is granted without fee provided that copies are 

not made or distributed for profit or commercial advantage and that 

copies bear this notice and the full citation on the first page. Copyrights 

for components of this work owned by others than ACM must be honored. 

Abstracting with credit is permitted. To copy otherwise, or republish, to 

post on servers or to redistribute to lists, requires prior specific 

permission and/or a fee. Request permissions from  
Permissions@acm.org   

UbiComp '14, September 13 - 17 2014, Seattle, WA, USA 

Copyright 2014 ACM 978-1-4503-3047-3/14/09…$15.00. 

http://dx.doi.org/10.1145/2638728.2641680  

 

 Ewa Luger 

Mixed Reality Lab 

University of Nottingham 

Ewa.Luger@nottingham.ac.uk 

 

Tom Rodden 

School of Computer Science 

University of Nottingham 

Tom.Roddenr@nottingham.ac.uk 

 

 

 

659

UBICOMP '14 ADJUNCT, SEPTEMBER 13 - 17, 2014, SEATTLE, WA, USA

mailto:Permissions@acm.org
http://dx.doi.org/10.1145/2638728.2641680
mailto:Ewa.Luger@nottingham.ac.uk
mailto:Tom.Roddenr@nottingham.ac.uk


 

philosophical attention to the theory of consent” [11].  

This philosophical deficit is particularly true of the 

‘work’ that consent performs, and equally little 

multidisciplinary research seeks to transfer ideas and 

approaches from one context to another [11].  There is 

mounting evidence that we are reaching a crossroads.  

The data we generate is, ethically and legally, 

increasingly worthy of greater protection. At the same 

time Ubicomp systems generate highly mutable data-

rich conditions.  Despite these developments, the 

mechanisms by which we secure consent continue to 

fail us.  They have drifted too far from the theories that 

formed them and as such they legitimise too much and 

preserve too little [9].  This paper makes the case that 

our digital and corporeal worlds are merging and that 

consent, in its current form, fails to support users in 

making meaningful decisions at a single point.   In light 

of this we argue for looking beyond systems that 

secure/manage assent, towards the design of 

theoretically-grounded systems that sustain consent.  

To this end we offer a nascent framework against which 

consent-supporting system features might be mapped.  

Dynamic life, static consent 

“The internet has extended this [waiver of our rights] 

to every corner of our lives, in the form of endless 

licence-agreements that are written in a special poetry 

of unconscionability, rivers of fine print that set out all 

the ways in which you must surrender your privacy, 

your statutory rights, your right to redress, and every 

other right you possess as a condition of [online 

transactions]” [4].  This quotation, whilst not naming 

consent, speaks of the implications of a world within 

which it is taken lightly.  It describes an 

institutionalised power balance and an acceptance that, 

in order to engage online, one must be prepared to 

become alienated from the rights which would 

otherwise serve to protect us.  Most importantly its 

source, a popular newspaper, indicates a growing public 

awareness that we as digital citizens are routinely 

accepting unprecedented attritions of our agency and 

autonomy online.  

The secret life of things 

We are living in a post-Snowdon era.  Arguably, we 

now expect our digital selves to be tracked, quantified 

and profiled.  We do not, however, expect that the 

mundane objects in our lives might aid this tracking.  

The ‘things’ we trust, in our daily lives, are beginning to 

tell on us.  They sense our steps, when we shower, how 

we move in our bed, where we are at any point in the 

day, even reporting the oxygen levels in our blood and 

our body-fat levels.  They are getting under our skin 

and exposing those parts of ourselves which we could 

only previously have guessed at and, through their 

normality, are numbing us to the gradual attrition of 

our private sphere.  They mask the reality - that we are 

sharing small data with big corporations and that those 

corporations now know more about us than we know 

about ourselves.    Despite this unprecedented and 

changeable exposure of our intimate practices, we are 

still relying upon an advance indication of our assent in 

the same way we always have.  We agree, in advance, 

to the sharing of our data without really being informed 

about the conditions or implications of that agreement.   

The moment of consent 

It is clear that online consent in its current form is 

something of a fiction.  However, traditional online 

interactions are at least explicit. “A user sits down at 

her desk, opens up her computer, and launches an 

application...she issues explicit commands”, [6] and 
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these actions afford a series of moments at which one 

might secure consent. As we enter a growing ‘era of 

ubiquity’, in which computational devices surround us, 

consent in its current form becomes ever more of a 

challenge.  Identifying the point at which a user might 

be both informed of the nature of ubiquitous services, 

and subsequently consent to their data demands, 

becomes increasingly problematic for users and 

designers.   

The locus of agency 

This practice, which we recognise as consent, actually 

bears little semblance to the tenets that formed it.  If 

we return to the conceptual origins of valid consent, 

that is it voluntary, competent, informed, 

comprehending [5] and revocable [15], it is clear that 

current approaches to securing consent (online) are 

already falling short. Equally, work surrounding privacy 

enhancing practices has often bypassed consent and 

sought anonymity, pseudonymity [13] or third party 

‘data stores,’ informed by user preference, as 

alternative privacy protection models.  These models 

either bypass the user altogether, or distance them 

from the moment of exposure, respectively.  In short, 

they rebalance the locus of agency (the power to act) 

by varying degrees away from the user and towards 

the system.  Whilst these approaches offer one class of 

response to data protection, they cannot be the only 

solution as they either remove, or distance, the data-

subject from the equation. 

Empty ethics, empty consent 

It seems that, in relation to digital interactions, one 

cannot escape a reduction of consent to its legal 

definitions.  Even within the gold standard sphere of 

bioethics, consent has become abstracted from the 

social context sufficiently to allow it to be considered 

ethically ‘empty’ [3].  At the same time it has become 

overburdened and concurrently subject to a dangerous 

reductionism.  Arguably, it has become what 

Brownsword (2004) describes as ‘fetishized’, a 

condition arising as the concept becomes increasingly 

dislocated from the human rights that contextualise 

and explain it, leading to the mistaken view of “consent 

as a free-standing or detached principle” [2]. Cast in 

this light, consent becomes simply that.  Just consent. 

Neither informed nor valid and dislocated from notions 

of agency and autonomy.  So, if consent-limiting 

practice has become the institutionalised norm, how 

can we hope to again make our practice valid?  

An agency-enhancing framework  

Given the clear conceptual flaws in our current 

approaches to consent, it is time to revisit the 

underpinning concepts and consider how we might 

begin to design consent-sensitive systems that support 

user agency and autonomy. Drawn from our prior 

published research; elite multidisciplinary interviews 

[9], and focus groups with designers [9], we present a 

proposed framework (Fig. 1).  This offers the beginning 

of a set of ethically-grounded guidelines intended to 

suggest consent-supporting alterations in design 

practice.  It reflects (a) the ethical principles of 

autonomy, beneficence and justice [1], and (b) 

procedural tenets, that consent should be voluntary, 

informed, competent and comprehending, mapping 

these against current challenges presented by Ubicomp 

systems and suggesting some initial design alterations 

on that basis.  In this way, we not only seek to frame 

design, but also reinvigorate thinking around how we 

might support capability, voluntarism and autonomy 

through the systems we create. 

661

WORKSHOP: CONSENT



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Tenets (a) 

Philosophical, and 
(b) Procedural  

Current Challenges  Suggested Alterations to System Design  

(a) Beneficence  
(b) Fairness; 
Minimisation of harm 

The balance of power lies with 
the consent-seeker 

* Design systems that promote and sustain user agency by 
supporting bidirection, optionality and more granular 
controls.   

(a) Autonomy  
(b) Voluntary; Not the 
result of fraud, 

coercion 

How to offer sufficient visibility 
and optionality to support 
considered choice 

* Allow users the opportunity to withdraw/revoke.   
* Offer multiple ‘choice points’ to enable users to reflect 
upon and revisit their consent decisions in a granular and 

on-going way.  

(a) Autonomy 
(b) Competent; 
Capability    (See also 
‘Comprehending’) 

How to ensure or evidence user 
capability  

* Build in design components that promote (scaffold) user 
understanding of the operations of a system, without 
reliance upon Literacy/ prior knowledge.  E.g. visualisation 
of system complexity and data flows, behavioural nudges. 

(a) Autonomy  
(b) Informed 

How to communicate rather than 
‘notify’ in a way that is accessible 
to the majority of users 

* Move beyond ‘notice’ and ‘disclosure’.  Instead develop 
‘communication’ channels that offer a level of bi-direction. 
* Augment text with other communication methods    

(a) Autonomy  
(b) Comprehending  

(See also ‘Competent’) 

How to ensure/ evidence 
understanding  

* Raise awareness of factors limiting comprehension, 
scaffold under understanding through affordances in design.   
* Use of design ‘seams’ or natural breaks in user attention 
to offer opportunities to communicate information.  
* Develop robust metaphors to promote effective user 
mental models.  

(a) Autonomy  
(b) Intentional; Not 

the result of error 

How to ensure the signal of 
assent is sufficiently disruptive to 

ensure intent, without unduly 
disrupting the user experience  

* Privilege the need to sustain consent over the need to 
minimise disruption 

* Ensure user is fully informed and make the consent option 
sufficiently distinct from the system so as to make it clear a 
choice is being made. 

(a) Autonomy  
(b) Explicit 

Existing ECMs rely upon implied 
consent or flawed models of 
explicit consent (T&Cs) 

* Allow users clearly marked opportunities to secure 
information and confirm their assent.  Move beyond implicit 
models.  

(a) Autonomy  

(b) Specific 

How to communicate sufficient 

information to allow users to 
respond to a specific proposition 
(including explication of risk) 

* Ensure that the informing mechanism is inclusive 

(form/language).   
* Move beyond a reliance upon text.  

(a) Justice (recourse) 
(b) Recourse; 
Revocation   

How to allow users to revoke 
their consent and what then to do 
about their data 

Offer granular opportunities for users to choose not to share 
aspects of their data, or to revoke their consent entirely 
(opt out).     

                                                                          Figure 1. Existing tenets and suggested alterations to sustain consent 
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The impact of capability and voluntarism on validity 

A key challenge arising when considering the validity of 

consent is that of ensuring capability and voluntarism.  

Whilst key to meaningful consent, these tenets cannot 

be ensured online, but merely supported, begging the 

question as to whether consent is indeed the correct 

concept for transferral to Ubicomp.  According to O’Neill 

(2001), the complex information culture within which 

we live means that more plausible conceptual 

understandings of consent should be found [12].  Using 

environmental ethics as an example, she argues that 

the reasons these are on more stable ground derive of 

their lack of focus upon agency, autonomy and 

personhood, meaning that such spheres don’t need to 

simply brush aside issues of capability and voluntarism 

[12]. Capability and voluntarism are central to any 

definition of autonomy (freedom to act) and therefore, 

if such tenets cannot be ensured, so the integrity of 

consent is undermined. Both theoretically and in 

practice, the validity of consent is tied strongly to 

autonomy of the individual in that there “can be no 

valid consent unless there is valid choice; when choices 

are undermined, so, too, is the validity of consent:  

When people lack meaningful options, or the choice of 

whether to say yes or no, the validity of their consent 

to agree to an invasion of their interests must be 

questioned” [10]. 

Whilst the reframing of consent, as articulated through 

current research [9], offers a means of enhancing user 

agency, the extent to which they ensure valid consent 

is still limited.  Whilst an increase in agency and 

support for autonomy is a considerable improvement 

upon what is currently accepted as consent (online), 

key challenges still remain, suggesting the need for 

further work to identify concepts which are both 

functionally equivalent to consent and sensitive to both 

user expectation and ubiquitous systems.     

Fundamentally, if we cannot ensure capability and 

voluntarism at the moment of consent, we must ask 

the question; by what mechanisms can the principles of 

consent be embedded within systems that support our 

daily lives and how can these be realised?  

Autonomy as more than Control 

If one revisits foundational concepts such as consent, 

this revisiting must equally extend to any associated 

terminology.  Within systems design, control is often 

used as a synonym for autonomy and linked to 

concepts such as personal liberty and agency.  When 

interpreted in this way, control is a valued principle as 

it enables active and informed choice [9].  “Autonomy 

is a form of personal liberty of action where the 

individual determines his or her course of action in 

accordance with a plan chosen by himself or herself.  

The autonomous person is one who not only deliberates 

about and chooses such plans but who is capable of 

acting on the basis of such deliberations.”  [1]  Whilst 

autonomy, as defined above, is foundational to consent 

it is distinctly broader than control as “autonomy is the 

foundation of properly informed consent since, in the 

absence of an autonomous decision, informed consent 

becomes mere consent” [14]. This position draws from 

the notion that any given consent cannot be considered 

properly informed unless the consent-giver has reached 

their decision autonomously.  From this perspective, 

the extent to which a person is autonomous is directly 

reflective of the extent to which they are “morally 

developed, reflective, and educationally informed” [14].  

Conversely, user control “is an experience enacted in 

the use of technology, not a property or possession of 

either the designer or the user” [7].  As such it is quite 
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a different concept and considerably more limited. 

Whereas autonomy is internal to the user and 

implicates capability and voluntarism, control is 

external and mechanistic.  If such a limited concept has 

become a synonym for autonomy, the danger is that 

what results are not systems that support empowered 

user choices, but those that allow isolated (and 

potentially unconsidered) acts of ‘influence’ or 

‘direction’.1 This position is also reflected in recent 

research [9], as when cast in a more instrumental light, 

control was considered a far less valuable principle.  

Conclusions 

In this paper we identify that consent, as currently 

articulated, has drifted far from its origins.  It has 

become ethically ‘empty’ and fetishized, making it a 

legitimising, rather than protective, mechanism.  

Drawing upon our wider research , we offer a 

framework (Fig. 1) for design, intended to sustain 

consent after the initial point of assent. This represents 

a first step against which to map consent-supporting 

instruments or approaches. Next steps will be to both 

design and identify instruments and features to 

articulating these suggested alterations in systems 

design. 
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