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Topic, Rationales, & Objectives
The primary goal is to bring together researchers and
practitioners focusing on usable security and privacy for
wearable devices (e.g., Google Glass, Fitbit) and other
connected personal and domestic devices (e.g., Withings
scale, sleep monitors) to identify and discuss fundamental
research challenges and to start addressing them at the
workshop. The secondary goal is to bootstrap
collaboration amongst researchers from multiple
disciplines (ubiquitous computing, security, HCI, systems)
as these technologies are inherently multidisciplinary.

Wearable devices are gaining popularity. Various wrist
bands are in the market that measure the level of the
persons activity. Cameras are fast integrated with
wearable devices for life logging and augmented reality.
Homes are also increasingly filled with smart devices that
sense and record what was previously considered private.
A bathroom scale reports readings over your wireless
networks; and a thermostat automatically learns
householders home occupancy patterns using presence
sensors. However, as the number of such smart,
connected devices and their capability continue to
increase, it gets more difficult to secure these devices and
manage the privacy of people.

Overcoming these security and privacy challenges requires
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not only technological domain expertise, but (1)
understanding users and (2) solving usability issues as
these devices are closely integrated into our everyday lives
and moreover people lack the technical skills to manage
personal devices that suddenly became complex.

The Organizers’ Background
Building upon the success of the SOUPS workshop on
Home Usable Privacy and Security (HUPS)
(http://cups.cs.cmu.edu/soups/2013/hups.html) last
year, we are proposing a similarly-structured workshop
focusing on a broader topic: usable security and privacy
issues around wearable devices and other domestic
ubiquitous devices. Dr. Jung and Prof. Kohno have many
years of collaboration (3 co-authored papers since 2010)
and are excited to lead the UPSIDE workshop. Both have
recently published a number of papers investigating
computer security challenges and privacy concerns of users
with respect to sensor-rich connected wearable and
domestic devices:

• Security and Privacy for Augmented Reality
Systems. Franzi Roesner, Tadayoshi Kohno, and
David Molnar. Communications of the ACM, April
2014.

• Computer Security in the Modern Home. Tamara
Denning, Tadayoshi Kohno, and Henry M. Levy.
Communications of the ACM, January 2013

• Digital Neighborhood Watch: Investigating the
Sharing of Camera Data amongst Neighbors. A.J.
Brush, Jaeyeon Jung, Ratul Mahajan, and Frank
Martinez. In Proc. Of ACM CSCW, February 2013

• Investigating Receptiveness to Sensing and Inference
in the Home Using Sensor Proxies. Eun Kyoung
Choe, Sunny Consolvo, Jaeyeon Jung, Beverly
Harrison, Julie Kientz, Shwetak Patel. In Proc. of

Ubicomp, September 2012

• Living in a Glass House. Eun Kyong Choe, Sunny
Consolvo, Jaeyeon Jung, Beverly Harrison, and Julie
A. Kientz. In Proc. of Ubicomp, September 2011

• A Spotlight on Security and Privacy Risks with
Future Household Robots: Attacks and Lessons.
Tamara Denning, Cynthia Matuszek, Karl Koscher,
Joshua R. Smith, and Tadayoshi Kohno. In Proc. of
Ubicomp, September 2009

Call For Papers
Similarly with the HUPS workshop, we plan to solicit 2-6
page papers and organize accepted papers into discussion
sessions to facilitate lively discussion during the workshop.
Given the discussion-oriented nature of the workshop, we
plan to make it optional to include accepted papers in the
workshop proceedings. This means that unless the authors
choose to publish their work (opt-in), the work will not be
considered a peer-reviewed publication from the
perspective of Ubicomp/UPSIDE and hence should not
preclude subsequent publication at another venue.

Description
The UPSIDE workshop is an opportunity for researchers
and practitioners to discuss research challenges and
experiences around the usable privacy and security of
wearable devices and other consumer sensors and
domestic devices (e.g., home automation systems; smart
appliances in the home; smart meters; domestic healthcare
devices). The workshop will be held in conjunction with
the UbiComp 2014 conference in Seattle, WA, USA.

Important dates & details
• Submission Deadline: June 2 (Mon), 2014, 5pm

PDT
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• Notification Deadline: June 18 (Wed), 2014, 5pm
PDT

• Anonymization: Papers are NOT to be anonymized

• Papers: <= 6 pages excluding bibliography &
appendices (the maximum length including these is
set to 10 pages)

• Formatting: Use SIGCHI MS Word or LaTeX
templates

• Workshop Date: September 14 (Sun), 2014

Scope and focus
The workshop seeks two types of original submissions: (1)
short papers describing research outcomes and (2) position
papers describing new research challenges and worthy
topics to discuss in all areas of usable privacy and security
of wearables and other smart personal and domestic
devices. Submissions should relate to both human factors
and either privacy or security of the devices in question.

Topics may include (but are not limited to):

• potential security attacks against in-home
technologies and their impact on residents

• potential security attacks against wearable devices
and their impact on people wearing them

• access control for sharing data captured by these
devices (e.g., photos, sensor data)

• access control for shared data among neighbors
(e.g., smart meter data, security camera data)

• user authentication on devices

• understanding user privacy concerns/expectations
regarding sensing and inference systems

• designing privacy notifications for recording devices

• user testing of security or privacy features

Short papers may cover research results, work in progress,
or experience reports focused on any workshop topic.
Papers should describe the purpose and goals of the work,
cite related work, and clearly state the contributions to the
field (innovation, lessons learned). Position papers present
an arguable opinion about an issue. A position paper may
include new ideas or discussions of topics at various stages
of completeness. Position papers that present speculative
or creative out-of-the-box ideas are welcome. While
completed work is not required, position papers should
still provide reasonable evidence to support their claims.

Workshop papers will be available on the UPSIDE website
(if chosen by the authors), but will be given an option to
be included in the ACM Digital library. This means that
unless the authors choose to publish their work (opt-in),
the work will not be considered a peer-reviewed
publication from the perspective of UbiComp/UPSIDE
and hence should not preclude subsequent publication at
another venue. Authors of accepted papers will be invited
to present their work at the workshop.

Submissions
We invite authors to submit papers using the SIGCHI
templates. Submissions should be 2 to 6 pages in length,
excluding references and appendices. However, the
maximum length including these is set to 10 pages. The
paper should be self-contained without requiring that
readers also read the appendices.
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All submissions must be in PDF format and should not be
blinded. Papers should be submitted using the electronic
submission system available from the Workshop website.

User experiments should follow the basic principles of
ethical research, e.g., beneficence (maximizing the
benefits to an individual or to society while minimizing
harm to the individual), minimal risk (appropriateness of
the risk versus benefit ratio), voluntary consent, respect
for privacy, and limited deception. Authors may be asked
to include explanation of how ethical principles were
followed in their final papers should questions arise during
the review process.

Email inquiries to: jjung@microsoft.com or
yoshi@cs.washington.edu

Program committee
• Dirk Balfanz (Google, USA)

• Landon Cox (Duke University, USA)

• Serge Egelman (ICSI & UC Berkeley, USA)

• Jaeyeon Jung (Microsoft Research, USA)

• Apu Kapadia (Indiana University, USA)

• Tadaoyshi Kohno (University of Washington, USA)

• Ratul Mahajan (Microsoft Research, USA)

• Shwetak Patel (University of Washington, USA)

• Matthew Smith (Leibniz Universität Hannover,
Germany)

• David Wagner (UC Berkeley, USA)
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